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Onpe,lleJieHHH 

B HaCT05Im;eM ,n;OK)'MeHTe HcrronI:.3)'IOTC51 cne.n;yrom;He TepMHHI:.I H HX orrpe.n;eneHH51. 

ABTOMaTH3HpoBaHHaH cucTeMa APM - CHCTeMa, cocTo5Im;M H3 rrepcoHana H 

KOMrrneKca cpe,n;CTB aBTOMaTH3a:I.J;HH ero ,n;e51TenI:.HOCTli, peanH3)'IOID;a51 liH¢opMal(HOHH)'IO 

TeXHOnormo BbIIIOnHeHli51 ycTaHOBneHHbIX <l>YHKI(lill. 

3am;um;aeMaH HH<l>opMa:QHH liH¢opMal(H51, 51Bn51IOID;MC51 rrpe,n;MeTOM 

co6cTBeHHOCTli li rro.n;ne)l{amM 3am;HTe B COOTBeTCTBlili c Tpe6oBaHH51Mli rrpaBOBbIX 

,ll;OK)'MeHTOB Hnli rpe6oBaHH51Mli, ycTaHa:BmmaeMI:.IMli co6CTBeHHliKOM liH¢opMal(:rrn. 

HH<l>OpMa:QHOHHaH CHCTeMa - rrpe,n;CTaBn5IIOII(a51 co6oll: COBOKYIIHOCTb .n;aHHI:.IX, 

co.n;ep)l{amHXC51 B 6a3e .n;aHHI:.IX, a TaK)l{e liH¢opMal(HOHHbIX TeXHOnorHH li TeXHHqecKHX 

cpe,n;cTB, II03BOn5IIOID;liX ocymecTBn51Tb o6pa60TKY TaKHX ,ll;aHHblX c liCIIOnb30BaHHeM cpe.n;cTB 

aBTOMaTH3al(HH Hnli 6e3 liCIIOnb30BaHH51 TaKlix cpe,n;CTB. 

HapymuTeJih 6e3011acHOCTH - ¢H3HqecKoe nHI(O, cnyqall:Ho HnH rrpe.n;HaMepeHHO 

COBeprna10mee .n;ell:CTBH51, cne,n;CTBlieM KOTOpbIX 51Bn5IeTC51 HapyrneHHe 6e3orracHOCTli ,n;aHHblX 

rrpli liX o6pa6oTKe TeXHH"'leCKHMli cpe.n;cTBaMH B 1rn¢opMal(liOHHblX CHCTeMax .n;aHHbIX. 

HecaHK:QHOHHpoBaHHhlii )J.ocryn (HecaHK:QHOHupoBaHHhle JJ.eiicTBHH, HC,11) 

,ll;OCTYII K liH¢opMal(lili Hnli .n;ell:CTBli51 c liH¢opMal(Hell:, HapyIIIaIOID;lie rrpaBHna pa3rpaHHqeHH51 

.n;ocTyrra c liCIIOnh30BaHHeM IIITaTHbIX cpe,n;CTB, rrpe.n;ocTaBn5IeMI:.IX liH¢opMal(liOHHbIMli 

CliCTeMaMli rrepCOHMI:.HbIX .n;aHHbIX. 

IlepcoHaJibHhle )J.3HHbie - nI06M liH¢opMal(H51, OTHOC5IID;MC51 K orrpe.n;eneHHOMY Hnli 

orrpe.n;en5IeMOMY Ha OCHOBaHlili TaKOH liH¢opMal(lili ¢mHqecKOMY nHI(Y ( cyfo,eKTy 

rrepcoHanI:.HbIX ,ll;aHHbIX), B TOM "'lHCne ero ¢aMHnli51, HM51, OTqeCTBO, ro.n;, MeC5Il(, .n;aTa li MeCTO 

p0)1{,ll;eHH51, a.n;pec, ceMell:Hoe, COI(HMI:.Hoe, HMymecTBeHHoe rrono)l{eHHe, o6pa30BaHHe, 

rrpo¢ecCH51, ,ll;OXO,ll;bl, .n;pyrM liH¢opMal(H51. 



06UJ,He IlOJimKeHHSI 

HacT05Im:M IloJIHTHKa HH<l>opMa:U:HOHHOH 6e30ITaCHOCTH (.n:anee IloJIHTMKa) 

6IO,n::>KeTHoro ;nipe)l(,n:eHH5I XaHTbI-MaHCHHCKoro aBTOHOMHOro oKpyra - IOrpbI «lliHTopcKM 

ropo,n:cKM 6onbmn.i:a» (.n:anee - MO), oITpe,n:eJI5IeT ocHOBHbie ITpMH:U:HITbI, HaITpaBJieHH5I M 

Tpe6oBaHM5I ITO 3am:HTe HH<l>opMa:U:HH, 5IBJI5IeTC5I OCHOBOH .D:JI5I o6ecITeqeHH5I pe:>KMMa 

HH<l>OpMal."(HOHHOH 6e30ITaCHOCTH, cny:>KHT PYKOBO.D:CTBOM ITPH pa3pa60TKe COOTBeTCTBYJOm:Hx 

ITOJIO:>KeHHH,ITpaBHJI,MHCTpyK:U:HH. 

IloJIHTHKa ;nJHTbIBaeT TeKym:ee COCT05IHHe ITepcITeKTHBbI pa3BHTH5I 

HH<l>opMa:U:HOHHbIX TexHonorHli B MO, rrpaBOBbie ocHOBbI nx 3KCITJiyaTa:U:MM, a TaK)l(e 

co.n:ep)l(HT aHaJIM3 yrpo3 6e30ITaCHOCTM .D:JI5I 061,eKTOB H cyfo,eKTOB HH<l>opMaD;HOHHbIX 

OTHOIIIeHMH MO. 

B IloJIHTHKe oITpe.n:eneHbI Tpe6oBaHH5I K pa6oTHHKaM MO, CTeITeHb nx 

OTBeTCTBeHHOCTH, 3a o6ecITeqeHHe 6e30ITaCHOCTH HH<l>opMaD;HH B HH<l>opMa:U:HOHHbIX CMCTeMax 

MO. 

Tpe6oBaHH5I HaCTo5Im:e:H IloJIHTHKH pacITpocTpaH5IIOTC5I Ha Bcex pa6oTHHKOB MO 

(IIITaTHbIX, BpeMeHHbIX, pa60Ta10m:Hx ITO KOHTpaKTY H T.IT.), a TaK)l(e BCex ITpoqHx JIM:U: 

(ITo,n:p51,n:qHKH, ay,n:HTOpbI HT.IT.). 

"QeJIH H 3a,Ll,a'IH IlOJIHTHKH uml>0pMaD;HOHHOH 6e3onacHOCTH 

U:eJiblO HaCT05Im:e:H IloJIHTHKH 5IBJI5IeTC5I Bbipa6oTKa e,n:HHbIX Tpe6oBaHHH H ITpaBHJI, 

o6ecITeqHBaIOm:Hx HeITpepbIBHOCTb OCHOBHbIX 6H3HeC-ITpo:u:eccoB, MMHMMH3al."(HIO B03MO)l(HblX 

ITOTepb H ym:ep6a OT HapyIIIeHHH B o6JiaCTH HH<l>OpMa:U:HOHHOH 6e30ITaCHOCTH. 

OcHOBHbIMM 3a,n:aqaMH CHCTeMbI HH<l>opMa:U:HOHHOH 6e3oITaCHOCTM 5IBJI5IIOTC5I: 

• 0THeceHHe HH<l>OpMa:U:HH K KaTeropHH o6m:e.n:ocTyITHOH, orpaHHqeHHoro 

pacITpOCTpaHeHH5I, ITepCOHaJibHbIM ,n:aHHbIM, KOMMepqecKOH H .n:pyrMM BH.D:aM TaHH, HHOH 

KOH<l>H.n:eH:U:HaJibHOH HH<l>opMa:U:HH, ITO.D:Jie)l(am:e:H 3aIUMTe; 

• IlporH03HpOBaHHe H CBOeBpeMeHHOe BbIBBJieHHe yrpo3 6e30ITaCHOCTH 

HH<l>opMa:U:HOHHbIM pecypcaM MO, ITpHqMH H ycJIOBMH, cIToco6crnYJOmMx HaHeceHHIO 

<l>MHaHCOBOro, MaTepMaJibHOro M MOpaJibHOro ymep6a, HapyIIIeHHIO ero HOpMaJibHOro 

<l>YHK:U:MOHHpOBaHH5I H pa3BMTFrn; 

• Co3,n:aHHe ycnoBHH <l>YHKUHOHMpoBaHH5I MO c HaHMeHbIIIeli Bepo5ITHOCTblO 

peanmau;HH yrp03 6e30ITaCHOCTH B HH<l>opMa:U:HOHHbIX pecypcax H HaHeceHH5I ym:ep6a; 

• C03,n:aHHe MexaHmMa H ycnoBHH oITepaTHBHoro pearHpoBaHH5I Ha yrp03bI 



HHcpopMa.QHOHHOH 6e30IIaCHOCTH rrpmrnneHHe HeraTHBHbIX TeH,n:eH.QHH B 

cp)'HKU:HOHHpoBaHHH MO, Ha ocHoBe HopMaTHBHhIX, rrpaBOBhIX, opraHma.u;HoHHhIX H 

TeXHH'leCKHX Mep H cpe,n:CTB o6ecrre'leHH.H 6e30IIaCHOCTH; 

• C03,n:am1e ycJIOBHii ,n:JI.H MaKCHMaJihHO B03MO)KHOro B03Meru;eHH.H H JIOKaJIH3a.QHH 

yru;ep6a, HaHOCHMOrO HerrpaBOMepHbIMH ,n:eiiCTBH.HMH cpH3Hl'.JeCKHX H IOpHJI:H'leCKHX JIHD;. 

06beKTbl 3arn;HTbl uu<flopMaQHOHHOH 6e3onaCHOCTH 

061,eKTaMH 3aID;HTbI .HBJI.HIOTC.H HHcpOpMaD;H.H, o6pa6aTDrnaeMa.H B HHcpOpMa.QHOHHbIX 

cHcTeMax MO, H TeXHH'leCKHe cpe,n:crna ee o6pa6oTKH H 3aru;HThI. 

I1epe1leHb 3aru;Hru;aeMOM HHcpopMaD;HH yrnep)K,n:aeTC.H rnaBHbIM Bpal'.!OM MO H 

BKJIIOl'.JaeT B ce6.H rrepCOHaJibHbie ,n:aHHbie, KOHcpH,n:eHI.J;HaJibHyIO, CJiy)Ke6HyIO TaMHY H ,n:pyryIO 

3aru;Hru;aeMyIO HHcpopMau;HIO. 

061,eKTbl 3aID;HTbI BKJIIO'laIOT B ce6.H: 

CHCTeM. 

06pa6aT&IBaeMyIO HHCpopMalJJIIO; 

TexHonorH'-.leCKYIO HHcpopMau,11IO; 

I1porpaMMHO-TexH11qecK11e cpe,n:cTBa o6pa6oTKM; 

Cpe,n:cTBa 3aW:MThI 11HcpopMau,tt11; 

KaHaJihI MHcpopMau,110HHoro o6MeHa H TeneKOMMYHHKau,11H; 

06oeKTbl l1 noMeru:eHl151, B KOTOpblX pa3Meru:eHbl KOMOOHeHTbl HHcpOpMaU,110HHbIX 

Yrp03hI 6e3onacuocTH 3arn;urn;aeMoii uu<flopMau;uu 

0CHOBHbie yrp03bl 6e300aCHOCTl1 3aw:11w:aeMOH MHcpopMaU,l1l1: 

Yrpo3bI OT yTeqKM no TeXHH'-.leCKHM KaHanaM; 

Yrpo3I>I HecaHKU,l10H11posaHHoro ,z:i:ocTyna K HHcpopMau,HH; 

Y rpo3b1 yHW:ITO)!(eHH51, XHW:eHH51 annapaTHbIX cpe,n:cTB Hoc11Tenei1 HHcpopMau,HH 

nyTeM cpl13WieCKOro ,z:i:ocryna K 3JieMeHTaM HHcpOpMaU,110HHbIX CMCTeM. 

y rp03bl XHW:eHH51, HecaHKU,HOHHpOBaHHOH MO,n:HcpHKaU,l1l1 l1Jll1 6JIOKHposam:rn: 

MHcpopMau,1111 3a cqeT HC.ll: c np11MeHeH11eM nporpaMMHo-annapaTHI>IX 11 nporpaMMHI>IX cpe,n:cTB (s 

TOM qMcJie nporpaMMHO-MaTeMaTw:1eCKl1X B03,n:ei1CTBl1i1); 

Yrpo3bI He npe,n:HaMepeHHbIX ,z:i:ei1cTBHi1 non13osaTenei1 H HapyweHHH 6e3onacHocT11 

cpyHKU,l10HMposaHH51 HHcpopMaU,HOHHbIX CHCTeM, c6oeB B nporpaMMHOM o6ecneqeHHl1, a TaK)!(e OT 

yrpo3 He aHTponoreHHOro ( c6oes annapaTyp11 l13-3a HeHa,n:e)!(HOCTH 3JieMeHTOB, c6oes 

3JieKTpOOl1TaHmI) l1 CTl1Xl1HHOro (y,z:i:apos MOJIHMH, OO)!(apoB, HaBO,z:J:HeHMH M T.n.) xapaKTepa. 



Yrpo3b1 rrpe.n;ttaMepeHHhIX .n;eiicTBHH BHyTpettHMX ttapyumTeneii. 

Yrpo3bI ttecaHKUHOHHpoBaHttoro ,LJ,OCTyna no KattanaM CB513H. 

MepbI 6eJonacHocTH 

.D:M o6ecrre-qemrn: qrn3ll"l!eCKoH: 3alI(llTbI H:mpopMailllOHHbIX pecypcoB MO B rpaHH:I(ax 

KOHTponH:pyeMoli 30HhI (3,n:am1e CTaI(llOHapa MO, pacrrono:>KeHHOe no a.upecy: r. J15rnTop, yn. C. 

IOnaesa 7, Ka6H:HeT Ha BTopoM :na:>Ke) ycrnHaBJillBaIOTC5I 30HbI 6e3orracHocTll ll rrpllHH:MaIOTC5I 

MepbI .UM rrpe,n:oTBpamemrn HeasTOpll3oBaHHoro (HecaHKI(HOHllpOBaHHoro) .uocTyrra B 

IIOMelI(eHll5I, r.ue rrpOllCXO,UllT o6pa60TKa 3alI(H:II(aeMOH llH<popMaI(llll . 

.lJ:sepll Ka6H:HeTOB .UOJI:>KHbl 6hITb rrpO"'IHbIMll, OKHa Ka6H:HeTOB o6opy,n:yroTC5I )KaJII03ll. 

0KHa Ka6H:HeTOB pacrroJIO:>KeHHbie Ha rrepBOM, IIOCJie,UHeM 3Ta:>Kax, ll pacrroJIO:>KeHHbie p5I,UOM c 

rro:>KapHbIMll necTHllI(aMll, r.ue o6pa6aTbIBaeTC5I 3amH:maeMM llmpopMaI(ll5I, o6opy,n:yroTc5I 

.UOIIOJIHllTeJibHO 3alI(HII(aIOII(llM orpa:>K,UeHlleM (BHeIIIHllM, BHyTpeHHllM), c co61110,n:eHH:eM HOpM 

rrpOTllBOIIO:>KapHOH oxpattbl. 

.lJ:sepll Ka6H:HeTOB ,UOJI:>KHbl 6bITb IIOCT05IHHO 3aKpbITbl ll OTKpbIBaTbC5I TOJibKO ,UJI51 

rrpoxo.ua pa6oTHllKOB ll rroceTH:TeneH: MO. 

Y6opKa B Ka6H:Hernx, r.ue rrpoH:cxo,n:H:T, o6pa6oTKa 3alI(lllI(aeMoli llH<l>opMailllll .uon:>KHa 

rrpOll3BO,ll,llTbC5I B rrpllCYTCTBllll OTBeTCTBeHHOro JlllI(a, 3a KOTOpbIM 3aKperrJieHO ,n:aHHOe pa6o-qee 

MeCTO, c co61110,n:eHH:eM Mep llCKJIIO"'IaIOII(llM .UOCTYII K 3alI(lllI(aeMOM llH<l>opMaI(llll. 

06pa60TKa 3alI(H:II(aeMOH llH<l>OpMaI(llll ,UOJI:>KHa rrpOll3BO.UllTbC5I 6e3 IIpllCyTCTBll5I 

IIOCTOpOHHllX JlllI( B IIOMelI(eHllll, eCJill Tpe6oBaHH:e 3TOM Mepbl 6e3orracHOCTll HeB03MO:>KHO 

BblIIOJIHllTb, TO Heo6xo,UllMO MllHllMll3llpOBaTb B03MO:>KHOCTb Bll,UOBOH yTe"l!Kll 3alI(H:II(aeMOH 

llH<l>opMaI(llll IIyTeM COOTBeTCTByIOII(ero pacrrOJIO:>KeHll5I pa6o-qero MeCTa . 

.1J:1151 YHll"'ITO:>KeHll5I -qepHOBllKOB .UOKYMeHTOB Ka6H:HeThI ,n:oJI:>KHbI 6hITb o6opy.uosaHbI 

YHll1ITO:>KH:TeJI5IMll 6yMar, CD, DVD ,n:H:CKOB. 

I1oMelI(eHlle cepsepHOM ,UOJI:>KHO 6b1Tb o6opy.uosaHo rrpo"'IHOM MeTaJIJill"l!eCKOH ,UBepbIO c 

3aMKOM ll orre"l!aTblBaIOII(llM ycTpOHCTBOM, IIO:>KapHo-oxpaHHOM cH:rHaJIH:3aI(H:eli, 

KOH,UllI(llOHepoM, CllCTeMOH KOHTpOJI5I ,UOCTyrra. 

OxpaHHO-rro:>KapHM cH:rHaJill3aI(ll5I Ka6H:HeToB .UOJI:>KHM 6hITb c BbIBO.UOM Ha rrynhT 

,n:e:>KypHoro oxpaHHllKa llJill Ha rrynhT BHese,n:oMCTBeHHOH oxpaHbI. 

I1o OKOH'IaHllll pa6oTbI pa6oTHllKH MO ,n:oJI:>KHbI 3aKpbIBaTb .usepb Ha KJIIO"'I . 

.lJ:orrycK . pa6oTHl:IKOB K p ecypcaM l:IHcpOpMa:l~l:IOHHOH Cl:ICTeMbl .n:omKeH 6bITb 

pernaMeHTllpOBaH. YpoBeHb IIOJIHOMO"'IllM Ka:>K,Uoro IIOJib30BaTeJI51 llH<l>opMaI(llOHHOH CllCTeMbl 

.uon:>KeH cooTBeTCTBOBaTb ero ,n:oJI:>KHOCTHbIM o65I3aHHOCT5IM. PacllllipeHne rrpas .uon:>KHO 



cornaCOBhIBaThCH c OT,n:eJIOM OTBeTCTBeHHhIM 3a JJ:aHHhIH irn¢opMal(HOHHhIH pecypc c 

pa3pemeHHH fnaBHoro Bpaqa MO. 

06pa60TKa HHtj?OpMal(Hll B HHtj?opMal(liOHHhIX CllCTeMax .n:om1rna rrpOHCXO,ll;HTh B 

COOTBeTCTBllll c llHCTpYKl(llHMll ITO 3KCITJiyaTal(llli 3THX HHtj?OpMal(HOHHhIX pecypcOB. 

Bee HencITOJih3yeMI>Ie B pa6oTe ycTpolicrna BBo.n:a-sI>rno,n:a nHtj?opMaumr (WiFi, COM, 

LPT, USB, IR ITOpThI, JJ:HCKOBOJJ:hl rM,Z:I;, CD, DVD ll T.IT.) Ha pa6oqnx MeCTaX pa60THHKOB, 

pa6ornrorn:nx c 3arn:nrn:aeMOH HHtj?OpMal(neli, ,n:omKHhI 6hITh ITO B03M0)1(H0CTH OTKmoqeHhI, He 

HY)l(Hhie ,n:JIH pa6oThI ITporpaMMHhie cpe,n:crna n JJ:aHHhie c ,n:ncKoB TaK)l(e ,n:OJI)l(HbI 6hITh 

y,n:aneHbI. 

,[(oITOJIHHTeJihHhie ycTpOHCTBa o6MeHa HHcpOpMal(neli MoryT HCITOJih30BaThC51 TOJihKO B 

llCKJIIOqnTeJihHhIX cnyqaHX ll TOJihKO B KaqecTBe BpeMeHHOro cpe,n:CTBa. y CTaHOBKa ITO,n:06HhIX 

ycTpOHCTB .[(OJI)l(Ha cornacOBhIBaThC51 c OT.[(eJIOM HHtj?OpMal(HOHHhIX TeXHOJiornli. ITopH.[(OK HX 

llCITOJih30BaHHH OITpe,n:eJIHeTC51 OT,n:eJihHhIM .[(OKYMeHTOM. 

Ha APM scex ITOJih30BaTeneli JIOKaJihHOH ceTn MO ycTaHasnnsaeTC51 aHTHBnpycHM 

ITpOrpaMMa. AHTHBHpycHM ITporpaMMa JJ:OJI)l(Ha aBTOMaTnqecKH o6HOBJI51Th 6a3y He pe)l(e 

o,n:Horo pa3a B ,n:eHh. ITonHM ITposepKa APM Ha snpycI>I ,n:OJI)l(Ha 6hiTh HacTpoeHa He pe)l(e 

o,n:Horo pa3a B He,n:enro. nhICTpM ITpoBepKa APM Ha snpycI>I ,n:OJI)l(Ha 6hITh HacTpoeHa He pe:>Ke 

O.[(HOro pa3a B ,n:eHh. ITpasa Ha aHTHBnpyc .[(OJI:>KHhI 6hITh, HaCTpOeHhI TaK, qTo6hI ITOJih30BaTeJih 

HMeJI MllHHMaJihHhie ITpaBa ITO yITpaBJieHHIO HaCTpOHKaMH AHTHBnpycHOH ITporpaMMhI. 

,[(ocTyIT K pecypcaM HHtj?OpMal(HOHHOH CllCTeMhI (sxo,n: B OITepal(HOHHYIO CllCTeMy, B 

ITpnKJia,n:Hoe ITporpaMMHOe o6ecITeqeHne) ,n:on:>KeH 6hITh opraHll30BaH c ITpnMeHeHneM 

ayTeHTntj?nKal(llll (sse,n:eHne nornHa, ITapoJIH). ITpn B03MO:>KHOCTH ITporpaMMHO-aITITapaTHhIMH 

cpe,n:cTBaMH ayTeHTHtj?HKal(HH c ncITOJib30BaHneM Ru-Token, nnn E-Token. 

ITaponn ITOJih30BaTeJIH n a,n:MHHHCTpaTopos nHtj?opMaunoHHhIX cncTeM ,n:on:>KHhI 

cooTBeTcTBoBaTb ITaponhHOli ITOJIHTHKe MO n MeHHThCH pa3 B Tpn Mee.Hua. 

ITpasa ITOJih30BaTeJIH B oITepaunoHHOH cncTeMe ,n:OJI)l(HbI 6hITb MHHHMaJihHhIMH, B 

ITpnKJia,n:HhIX ITporpaMMHhIX ITpO.[(YKTax B COOTBeTCTBllll co CBOHMH JJ:OJI:>KHOCTHbIMll 

o6H3aHHOCT51Mll. 

Ha yqeTHyIO 3aITHCh a,n:MHHHCTpaTOpa BIOS ycrnHOBHTb ITaponh, 3arpy3Ka 

OITepal(HOHHOH CHCTeMhI JJ:OJI:>KHa 6hITh ycTaHOBJieHa c )l(eCTKOro .[(llCKa. 

Ha rpaHnl(e JIOKaJibHOH ceTn ,n:on:>KeH 6hITh ycTaHOBJieH MapmpyTmaTOp. CeTh ,n:JIH 

pa3HhIX HHtj?OpMal(HOHHbIX CllCTeM .[(OJI:>KHa 6hITh cerMeHTHpOBaHa. 

Cpe,n:crna 3arn:nThI nHtj?opMaunn ITpnMeH51eMI>Ie Ha APM ITOJih30BaTeneli n B 

HHtj?OpMal(llOHHhIX CHCTeMaX ycTaHaBJIHBaIOTCH ll HaCTpaHBaIOTCH CITel(HaJIHCTOM OT.[(eJia 

HHtj?opMal(HOHHhIX TeXHOJIOfnH. ,[(ocTyrr ITOJih30BaTeneli K ITy6nnqHhIM pecypcaM ceTH 



I1HTepHeT perymi:poBaTbe5I I1HeTpymMeli no pa6oTe e eeTbIO I1HTepHeT. 

IlpH nepeLJ:aLJ:e 3am:m1i:aeMbIX LJ:aHHbIX MenOJib30BaTb KpHnTorpa¢MLJ:eeKMe epeLJ:eTBa 

3aII(MTbI MH¢opMaI.J;MM. 

,Il;JI5I BoeeTaHOBJieHM5I MH¢opMal(MOHHbIX eMeTeM OT e6oeB LJ:OJDKeH 6oITb pa3pa6oTaH 

IlJiaH soeeTaHOBJieHM5I pa6oToenoeo6HOeTM MH¢opMal(MOHHbIX eMeTeM. 

Tpe6oBaHHH K pa6oTHHKaM 

Bee nOJib30BaTeJIM MH¢opMal(MOHHOH eMeTeMbI LJ:OJI)l(HbI 6bITb 03HaKOMJieHbI e 

opraHM3al(MOHHO - paenop5ILJ:MTeJibHbIMM LJ:OKyMeHTaMM no o6eeneLJ:eHMIO MH¢opMal(MOHHOH 

6e3onaeHOeTM, B qaeTM, MX KaeaIOII(elie5I, LJ:OJI)l(HbI 3HaTb Ji HeyKOeHMTeJibHO BbIIIOJIH5ITb 

MHeTpyKI(MM M 3HaTb o6mMe o65I3aHHoeTM no o6eeneLJ:eHMIO 6e3onaeHoeTM MH¢opMal(MM. 

,Il;oBeLJ:eHMe Tpe60BaHMH yKa3aHHbIX LJ:OKyMeHTOB LJ:O JIMI(, LJ:OnymeHHbIX K o6pa60TKe 

3aII(MII(aeMOH MH¢opMal(MM, LJ:OJI)l(HO oeymeeTBJI5ITbe5I nOLJ: poenHeb. 

IlpH BeTynneHMM B LJ:OJI)l(HOeTb HOBOro pa60THMKa HaLJ:aJibHMK OTLJ:eJia 

MH¢opMal(MOHHbIX TeXHOJIOrMli, o65I3aH opraHM30BaTb ero 03HaKOMJieHMe e MHeTpymMeli Ji 

LJ:OKyMeHTaMM, pernaMeHTMPYJOII(MMM Tpe6oBaHM5I no 3aII(MTe MH¢opMal(MM, a TaK)l(e 

06YLJ:eHMe HaBbIKaM BbIIIOJIHeHM5I npoueLJ:yp, He06XOLJ:MMbIX .Zl:JI5I eaHKI(MOHHpOBaHHOro 

MenOJib30BaHM5I MH¢opMal(MOHHbIX peeypeoB. 

Pa6oTHMKM MO, MenoJib3YJOII(Me TeXHMLJ:eeKMe epeLJ:eTBa ayreHTMcl>MKal(MM, 

o6eeneLJ:MBalOT eoxpaHHOeTb MLJ:eHTMcl>MKaTopoB (3JieKTpOHHbIX KJIIOLJ:eli) He LJ:OJI)l(HbI 

LJ:onyeKaTb HC.D: K HMM, a TaK )Ke B03MO)KHOeTb MX yTepH MJIM MenOJih30BaHM5I rpeTbMMM 

JIMI(aMM. IloJib30BaTeJIM HeeyT nepeOHaJibHYJO OTBeTeTBeHHOeTb 3a eoxpaHHOeTb 

MLJ:eHTmpHKaTopoB. 

Pa6oTHMKM MO LJ:OJI)l(HbI eo6JIIOLJ:aTD yernHosneHHI>Ie npoueLJ:ypoI no,rmep)KaHM5I 

pe)KHMa 6e3onaeHOeTM npH BbI6ope Ji MenOJib30BaHMM naponeli ( eeJIM He MenOJib3YJOTe5I 

TeXHMLJ:eeKMe epeLJ:eTBa ayTeHTMcl>MKal(HH). 

Pa6oTHMKaM MO KaTeropHLJ:eeKM 3anpemeHo oeTaBJI5ITb 6e3 npHeMoTpa APM, 

eOLJ:ep)KaII(Me 3aII(MII(aeMYJO MH¢opMal(HIO. Bee nOJib30BaTeJIM LJ:OJI)l(Hbl 3HaTb Tpe6oBaHM5I no 

6e3onaeHoeTM Ji npoueLJ:YpbI 3aII(MTbI o6opyLJ:OBaHM5I, oeTaBJieHHOrO 6e3 npHeMOTpa, a TaK)l(e 

eBOM o65I3aHHOeTM no o6eeneLJ:eHHIO TaKOH 3am:MTbI. 

Pa6oTHMKaM 3arrpemaeTc5I ycTaHaBmrnaTb · rrocTopoHHee rrporpaMMHoe o6ecneLJ:emi:e, 

nOLJ:KJIIOLJ:aTb JIMLJ:Hbie M06MJibHbie yeTpolieTBa Ji HOeMTeJIM MH¢opMal(MM, a TaK )Ke 3anMebIBaTb 

Ha HMX 3aII(HII(aeMYJO MH¢opMal(HIO. 



, 

Pa60THHKaM 3arrpem:aeTC5I prorrrarnaTo 3am:nm:aeMyIO HH<pOpMa:o;nIO, KOTopa.si: CTaJia HM 

H3BeCTHa rrpn pa6oTe c nmpopMa:unoHHbIMl1 cncTeMaM11 11 6yMa)l(HbIMl1 Hoc11TeJI.sIM11 MO, 

TpeTbHM JIH:UaM. 

I1p11 pa6oTe c 3am:nm:aeMoli nmpopMa:une:H pa60THHKH MO o6.si:3aHbI 06ecrre1!11Th 

3am:11Ty OT rrpocMoTpa nmpopMa:unn TpeTbl1MH JIH:UaMH c MOHHTopoB APM. 

Ilpn 3aBeprneH1111 pa6oTI>I pa60TH11K11 o6.sI3aHbI 3am:nTHTb APM c rroMOIIJ:bIO 

6noKnpOBKH KJIIO'IOM (Ru-Token, E-Token) nn11, Harrp11Mep, ,n;ocTyrroM no rraponro 

cB+i ), ecnn He HCIIOJib3yIOTC5I 6onee Cl1JlbHbie cpe,n;CTBa 3aIIJ:HTbl. 

Pa60TH11K11 MO ,n;OJI)l(Hbl 6b1Tb rrpo11HcpopM11poBaHbI 06 yrp03ax HapyrneH11.s1 pe)l(HMa 

6e30IIaCHOCTl1 ll OTBeTCTBeHHOCTl1 3a ero HapyrneH11e, 03HaKOMJieHbl c YTBep)l(,D;eHHOM 

rrpo:ue.n:ypo:H HaJIO)l(eHl15I ,D;11C:U11IIJil1HapHbIX B3blCKaHHM Ha pa60THHKOB, KOTOpbie HapyIIIHJil1 

rrpHH51Tbie IIOJIHTHKY ll rrpo:ue.n:ypnl 6e3orraCHOCTll. 

Pa6oTHHKH o6.si:3aHI>I 6e3 rrpoMe,n;neHH51 coo6m:aTb 060 Bcex Ha6nro,n;aeMI>IX HJil1 

IIO,D;03pHTeJibHblX CJIY1Ia5IX pa60Tbl HHcpopMa:u110HHOM CllCTeMbl, KOTOpbie MoryT IIOBJie'lb 3a 

co6o:H yrpo3bI 6e3onacHOCTH 3am:11m:aeMoli 1rncpopMa:un11, a TaJ<)l(e o Bhl5IBJieHHbIX 11M11 

C06bITl15IX, 3aTpar11Ba10m:nx 6e3orraCHOCTb 11HcpOpMa:un11, Ha1IaJibHl1KY OT,D;eJia 11 n11:uy, 

oTBe'larom:eMy 3a 6e3orracHOCTb B MO. 

0TBeTCTBeHHOCTh pa6oTHHKOB MO 

B coorneTCTB11n co CT. 24 <l>e,n;epanbHOro 3aKoHa PoccnlicKoli <l>e,n;epa:o;H11 OT 27 

HIOJI5I 2006 r. N2 152-<1>3 «0 nepCOHaJlbHbIX ,n;aHHbIX» n11:ua, Bl1HOBHbie B HapyrneHl111 

Tpe6oBaHl1M ,n;aHHOro <l>e,n;epanbHOro 3aKOHa, HecyT rpa)l(,D;aHCKyIO, yroJIOBHyIO, 

a,n;M11H11crpaTHBHyIO, ,n;nc:u11rrJIHHapHyro 11 neyro npe,n;ycMoTpeHHyIO 3aKoHo,n;aTeJII>CTBOM 

PoccnlicKoli <l>e,n;epa:unn oTBeTcTBeHHOCTb. 

,[(e:Hcrnyrom:ee 3a.I<OHo,n;aTeJibCTBO P<l> II03BoJI.sieT rrpe,D;'h51BJI51Tb Tpe60BaH11.s1 rro 

o6ecrre1IeHnIO 6e3orracHoli pa6oTI>I c 3am:11m:aeMoli nHcpopMa:u11e:H n npe,n;ycMarp11saeT 

OTBeTCTBeHHOCTb 3a HapyrneHne ycTaHOBJieHHbIX npaBHJI 3KCIIJiyaTa:unn 3BM 11 Cl1CTeM, 

HerrpaBOMepHbIM ,D;OCTYII K 11HcpopMa:o;HH, ecn11 3Tl1 ,n;eMCTBll.sI rrpnBeJIH K yHll1ITO)l(eHHIO, 

6nompoBaHHIO, MO,n;11cpnKa:u1111 HHcpopMa:un11 11Jil1 HapyrneHHIO pa6on1 3BM 11Jil1 ceTeli 

(cTaTbll 272,273 n 274 YK P<l>). 

Crre:unaJIHCTbI oT,n;ena 11HcpopMa:u110HHbIX TeXHonor11:H HecyT OTBeTCTBeHHOCTb 3a BCe 

,n;eMCTBH.sI, COBeprneHHbie OT 11MeHl1 11X Y1feTHbIX 3an11ce:H HJil1 Cl1CTeMHblX Y1feTHbIX 3arr11ce:H, 

eCJIH He ,D;OKa3aH cpaKT HeCaHK:UliOH11pOBaHHOro 11CIIOJib30BaH115I y'leTHblX 3arr11ce:H. 



Ilpn HapymeHH51X pa6oTHHKaMn MO - rrOJih30BaTeJUIMll HHcpopMau;noHHhIX cncreM 

rrpaBllJI, CB513aHHhIX c llHcpOpMaUllOHHOH 6e30IIaCHOCThlO, OHll HecyT OTBeTCTBeHHOCTh, 

ycTaHOBJieHH)'IO .ueif cTBYIOIUHM 3aKoHo,n:aTeJihCTBOM PoccnifcKoif <l>e.uepaunn. 

B TPY.UOBhIX .uorosopax ll .UOJI)KHOCTHhIX llHCTPYKUll51X pa6oTHllKOB ycraHaBJIHBaeTc51 

OTBeTCTBeHHOCTb 3a coxpaHHOCTh KOHcpii,UeHUliaJihHOH llHcpopMaUHll, CTaBIIIeif li3BeCTHOH B 

CHJIY BhIIIOJIHeHH51 CBOHX o6513aHHOCTeif. 

IlopH,LI;OK BHecemrn H3MeHeHHH H ,LJ;OIIOJIHeHHH 

HacT0511Ua51 flOJiliTllKa BCTyrraeT B 3aKOHH)'IO CHJIY C ,UaThI IIO,UIIHCaHli51 rnaBHhIM 

Bpa"IOM MO. lfaMeHeHH51 H .uorronHemur B HaCT051IU)'IO ITonHTHKY BHOC51TC51 no HHHUHaTHBe 

rnaBHOro Bpa"Ia, Ha"IaJihHHKa OT,UeJia HHcpOpMaUHOHHhlX TeXHOJIOrHH Ii yTBep)K,UaIOTC51 

rnaBHhIM Bpa"IOM MO B CB513li c li3MeHemreM ycJIOBHH o6pa60TKH HHcpopMauHH .upyrHx 

YCJIOBHH rrpHBe,n:nmx K II051BJleHHIO HOBhIX yrpo3 6e30IIaCHOCTli. 

B CJIJ"lae BCTYIIJieHH51 OT,UeJlhHhIX IIYHKTOB B rrpOTliBOpe"Ilie c HOBhIMli 

3aKoHo,n:aTeJlhHhIMH aKTaMH, 3TH IIYHKThI yTpa"IHBaIOT IOpH.UH"!ecKyio cnny .uo MOMeHTa 

BHeceHH51 li3MeHeHHH B HaCT0511U)'IO IlOJiliTHKY. 



CrrucoK ucrroJih30BaHHhlX ncToqHnKOB 

0CHOBHbIMli HOpMaTH:BHO-rrpaBOBbIMli li MeTO):(W:IeCKH:Mli ):(OK)'MeHTaMH:, Ha KOTOpbIX 

6a3H:pyeTC5I HacTo5Irn:ee Ilono)l(eHH:e 5IBJI5IIOTC5I: 

1. <I>e.n:epanbHblli 3aKOH OT 27.07.2006 N2 149-<!>3 (pe.n:. OT 28.12.2013) «06 

liHcpopMaIJ;H:li, H:HcpopMaIJ;liOHHbIX TexHonormIX li 0 3aIIJ:H:Te H:HcpopMaIJ;lili. 

2. <I>e.n:epanbHbIH 3aKOH 06 OCHOBax oxpaHbI 3.D:Op0Bb5I rpa:>K.n:aH B PocCH:HCKOH 

cpe.n:epau;lili N2 323-<!>3 OT 21.11.2011 r. 

3. <I>e.n:epanbHbIB 3aKoH OT 27.07.2006 r . N2 152-<!>3 «0 rrepcoHanbHbIX .n:aHHbIX» 

4. IlocraHoBneHH:e IlpaBH:TenbCTBa P<I> OT 1 H05I6p5I 2012 r. N2 1119 «06 

yrnep)l{):(eHH:li Tpe6oaaHH:il: K 3arn;H:Te rrepcoHanbHbIX .n:aHHbIX rrpli RX o6pa6oTKe B 

H:HcpopMaIJ;H:OHHbIX CliCTeMax rrepcoHanbHbIX .n:aHHbIX» 

5. «Ilono:>KeHH:e 06 oco6eHHocrnx o6pa6oTKli rrepcoHanbHbIX .n:aHHbIX, 

ocyrn:ecTBil5IeMoil: 6e3 H:crronb30BaHli5I cpe.n:cTB aBTOMaTH:3aIJ;H:li», yTaep)l{):(eHHoe 

IlocraHoaneHH:eM IlpaaH:TenbcTBa P<I> OT 15.09.2008 r. N2 687. 


